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Provides security measures for cyber assets and a list of cybersecurity planning and implementation guidance resources.

Read the guidelines PURPOSE AND GENERAL INFORMATION Due to the ongoing cybersecurity threat to pipeline

systems, the Transportation Security Administration (TSA) is issuing this For economic and national security, the

Transportation Security Agency (TSA) has issued a security directive for the nation’s pipelines. The directive applies to The

report contains three recommendations aimed at improving TSA’s ability to ensure pipeline operators implement the

cybersecurity directives. The SDD update provides consistency and This Security Directive requires three critical actions.

First, it requires TSA-speciBed Owner/Operators to repo1t cybersecurity incidents to the Depaitment of Homeland

Security's Cybersecurity and Infrastructure Security Agency (CISA). Second, it requires Owner/Operators to designate a

Cybersecurity Coordinator who is required to be available This Security Directive requires owners and operators of TSA-

designated critical pipelines to implement speciBc mitigation measures to protect against ransomware attacks and other

known threats to information technology and operational technology systems, develop and implement a cybersecurity

contingency and recovery plan, and conduct a cyberse On JTSA issued the second security directive—Security Directive

Pipeline––02—in response to the Colonial Pipeline attack, building on the requirements of Security Directive Pipeline––to

further enhance the cybersecurity of critical pipeline systems Attachmentto TSA Security Directive PipelineB TSA Security

Directive PipelineB Table of Implementation Timeframes Implement network segmentation sufBcient to ensure the

Operational Technology system can operate at necessary capacity even if the Information Technology system is

compromised by, at a minimum Pipeline Security Guidelines. Your ofBce concurred This collection combines TSA’s voluntary

Pipeline Corporate Security Review (PCSR) program with the mandatory requirements under the TSA Security Directive

(SD) TSA Security Directive PipelineD (SDD) cancels and supersedes Security Directive PipelineC.
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